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Whoam |?

% Whoam |?
» Fre€lance O S/SecuriiResearcher

% Someprojectsthat might interest you.
o SantVanFramawnik

C litbrapyttamanipulate Windows Hilaernation
file. (python supportaborted)

e Win32did
Kenmelland physicdlmemory acguiistiion

% Volatility contributor

® Moon



Greets , Shouts and Respect

% Peopleffrom##volatilityc@ drc freenoede:net

» Aaron Walters pAndreas Schustern, JonrEvans and
everyone| liforgotl

» Fortheircontributions 4o the ppesource
forensicsccommunity andawesomeness.

% Mikael Lindstromand otherscorganizers,
speakers;andattendees.

% Speciabgreetsito |Aldrnescy Nicolas:Ruff
and Cednc:Blancher.

% Everyonewha contributes ta(RCE.



® Moon
Outline

% Objectives
» Introducing a new method of memory dumping

Advaniages
Windows HibermationFBidnternals

» Exploitinghibernation for:
Defensive(forensicy use
Offensive (offensicy use

» Demos



Some notes about memory

imaging.
/



MIEEMORY IMAGING OVERVIEW

MEMORY IMAGING

Windows  Classical Tools
g

Crash dump : Mdd and
. File Win32DD
file (BSOD) (Hibernate) others
Crash dump
Ra dUMP e (without 2% GUMP

BSOD)



MEMORY EXPLOITATION
OVERVIEW

MEMORY IMAGES FORMAT

Hibernation
%[gsgggg‘)) File Raw files.
@ (Hibernate)
Microsoft @ @ @ @
Debugging HSeargdcl\zglnes Volatiliy Memoryze etc.
Tools
ToowTjse: Interoperable
Hibrshell or Raw File
hibr2bin

Convertionto a raw file.






Introduction:
Just what is hibernation?

% Sawvettheffullssiaterof accomputer-antakeit readyto be
restored.

% Microsoft name for « suspendtodisk » feature
» AvailablesinceWindows 2000.

» Thisfeature is alsoimplementedin non-MSFTCO:S.
MacOSX« safesleep»
Linux «tux on ice »

% \hibedit8yS . sys
» Yes this is this file!
» |t containsa full dump ofthememeory BUTINORARAVOECOPY!



How do | hibernate ?

% Quick anteasy
» Start >Hibernate
» Commandline:
Powercigg //hibernate te (to activate)
Shutdewn, /h (to hibernate)
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Advantages (1/4)

% It is quick antleasy
» No hardwareprerequisite
» Hibernation canbe activated without reboot
» Containsadditional and useful information

% An efficient way to get a physicédlsnapshotto avoid
» Generatinga crashddumphrough BSOD
» Usingstandalonetools like win32edd (1, mdd 2|, dd =

Thesekind of tools l: NG nécssancompatible with 64bits
» E.g Driverssigning
Becausan MICRQSOR#Ve trust !



Advantages (2/4)

% Significantadvantagedor investigaiors
. Swmmactiviti iS totaly frozen

No softw: able to block theanalysis
Systemis left perfectly functional after analysis
» SandMan cangeneratea readabledump (hibr2bin)

Dumpis interoperablewith otherstools like:

- Volatility Framework
- PTFinder (Andreas Schuster;
» X

« ZW*KernelAPI are notcalled becausethe system use alternativevay
through hiber_* prefix drivers.



