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¾Who am I?

·Freelance OS/Security Researcher

¾ Someprojectsthat might interest you.

·SandManFramework 

ƺC Library to manipulateWindows Hibernation 
file. (Python support aborted)

·Win32dd

ƺKernel-land physicalmemoryacquisition.

¾ Volatility contributor



¾ People from #volatility @ irc.freenode.net
·Aaron Walters, Andreas Schuster, Jon Evans and 

everyone I forgot J

·For their contributions to the open-source 
forensics community and awesomeness.

¾MikaelLindströmand others organizers, 
speakers, and attendees.

¾ Special greets to Alex Ionescu, Nicolas Ruff 
and Cedric Blancher.

¾ Everyone who contributes to RCE.



¾Objectives

·Introducinga new method of memorydumping

ƺAdvantages

ƺWindows Hibernation File Internals

·Exploitinghibernation for:

ƺDefensive(forensics) use

ƺOffensive (offensics) use

·Demos
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¾ Save the full state of a computer and makeit readyto be
restored.

¾ Microsoft namefor « suspend to disk» feature
·AvailablesinceWindows 2000.

·This feature is alsoimplementedin non-MSFT O.S.

ƺ MacOSX« safesleep»

ƺ Linux «tux on ice»

¾ \ hiberfil.sys

·Yes, this is this file!

· It containsa full dump of the memoryBUT NOT A RAW COPY!



¾ Quick and easy.
·Start > Hibernate

·Command line:

ƺPowercfg / hibernate (to activate)

ƺShutdown /h (to hibernate)





¾ It is quick and easy.

·No hardware prerequisite

·Hibernation canbe activatedwithout reboot

·Containsadditional and useful information

¾ An efficient way to get a physicalsnapshotto avoid

·Generatinga crash dump through BSOD

·Usingstandalonetools like win32dd [1], mdd [2], dd [3]

ƺThesekind of toolsŀǊŜƴΩǘnecessarycompatible with 64bits
· E.g. Drivers signing.

ƺBecausein MICROSOFT we trust !



¾ Significantadvantagesfor investigators

·System activity is totaly frozen
ƺNo  software tool is able to block the analysis

ƺSystem is left perfectly functional after analysis

·SandMancangeneratea readabledump (hibr2bin)

ƺDump is interoperablewith others tools like:
· Volatility Framework [4]

· PTFinder (Andreas Schuster) [5]

·Χ

·ZW* KernelAPI are not called, becausethe system use alternative way
through hiber_* prefix drivers.


