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Who am 1?

Researcher for the Netherlands Forensics Institute (NFI).

Microsoft Enterprise Security MVP

Microsoft
Most Valuable
Professional

Speaker at various security events, such as PacSec,
BlackHat USA, Europol High Tech Crime Meeting,
Shakacon, etc.

Past work:
A SandMan Framework (Windows hibernation file)
A Win32/64dd (Windows memory acquisition utility).
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Who ?

Forensics Experts
Investigators
Incident Response Engineers
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Why ?

Pros:

1. Sometimes non-volatile memory is not enough,
then we need volatile memory (Physical Memory).

cons:

1. Very complex.
2. Lack of research.




Processes

Kernel
Extensions

Mounted

Information File System

Machine
information

Syscalls

|

Rootkit
Detection




ICENR
! - | B -
I'F

Intel Processor (x86/x64)

Mac OS X Leopard 10.5

Mac OS X Snow Leopard
10.6
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Software-based acquisition

/dev/imem
Cons: Disabled by default.

Pros: We can write our own
driver.

Hi bernati on a. k. a.
Pros: Present on all modern O.S.

Cons: Compressed, and can be
encrypted if secure virtual

memory mechanism is used.
(hibernatemode ==5)
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Analysis

Goal: To avoid random string searching.
' To be precise and efficient.
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Analysis

{Get kernel symbols.

S
Initialize kernel memory
manager.
_/
.
Browse kernel virtual
address space.
|4

Collect information.




=y

Kernel Symbols

Windows compiler stores symbols in externals files called
' *PDB

Mac OS X compiler stores symbols inside a section which
' IS part of the executable.

Mac OS X kernel executable (mach_kernel) as symbol
~ database.



Kernel Symbols

Why?
KLD, _ LINKEDIT, _ PRELINK and __symtab kernel

sections are destroyed as soon as the kernel (mach_kernel) is
loaded by removeKernelLinker () function.

What?

__LINKEDIT section contains variable names and offsets.




Kernel Symbols

Quick Kernel Virtual To Physical Address Formula is:

Operating System Quick translation Formula

i386 Linux KPA = KVAT 0xC0000000
Playstation 3 Linux KPA = KVAT 0xC000000000000000
Windows KPA = KVA & 0x1FFFF000

Mac OS X KPA = KVA

Now we can read variables from the symbol section in the physical
memory.
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Kernel Symbols

Works only for the mapped executable kernel (__text and __ data
sections)

Does not work for allocated buffers.

.data interesting exported variables:
Memory manager variables
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Memory Manager

. Super interesting variables
: _1dlePDPT

_IdlePDPT64

_IdlePML4

_IdlePTD

Page Map Level 4 is initialized on x86 version
' even if x86 only use PAE.




PML4 7

Page Map Level 4 paging method.
Supports 48-bits linear/virtual addresses.

Intel® 64 and IA-32 Architectures Software Developer's Manual
Volume 3A: System Programming Guide

4.5 |1A-32E Paging




Justitie &

PML4

Linear/Virtual Address

PML4 Directory Ptr Directory Table Offset
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PTE \L

PDE with PS=0 \

PDPTE

PML4E J

_IdlePML4
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Information

- Now, we can browse the kernel virtual address space.
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Machine Information

version variable contains a string with kernel version and
compilation time

machine_info  variable / structure contains:

Field Name Description

major_version Major OS Version
minor_version Minor OS Version
max_mem Physical Memory size
physical _cpu Number of physical CPU
logical _cpu Number of logical CPU




O\ _ .
Machine Information

Darwin Fr:udl Uersion 9.8.8: Tue Oct 9 21:35:55 PDT 2887; rootixnu-1228™1/RELEASE_I386
Ht1n| vers lon: 9

A% 110 H
Max |1||nh|;| of II'|| iq

Size of physical memory 3 1824 HE
Humber of physical CPls: 5]
Number of logical CPlUs: |
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Mounted File System

Link-list called mountlist , defined by mount structure.

Field Name

f fstypename File system type
f _mntonname Mounted directory
f _mntfromname Mounted file system
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Mounted File System

type mounted on mounted from

hfs
devfs
fdesc sdew

autofs snet

autofs shomne

hfs AUolumes-UMware Tools
hfs AUolumes -05HEBAK

msdos AUolumes - FATBACK
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Kernel Extensions

kmod variable is the list-head of every loaded
kernel extensions defined by kmod structure.

Field Name

address Base Address

size Total Size

hdr_size Header Size

name Extension Name
version Version

next Pointer to the next entry
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Kernel Extensions

AxAAAAZA8A
A:xA801 2080
AxAAAAEAAA
A:xA0A2 7080
AxAAA1 3084
A:xARARERAA
AxAAA1 7084
A:xA0AA7 B8R
AxAAAADAAA
A:xA8AR4080
AxAAA1 8AAA
A:xARAA5 080
AxAAAA308A
A:xA0AR4080
AxAAAA308A
A:xA8A1 B8R
AxAAAAtAAA
A:xA0AA3080
AxAAA1 FAAA
A:xA8A3 7080
AxAAAA5AAA
A:xA8AR2080
AxAAA3 EAAA
A:xA8AR4080
AxAAA1 1084
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxA0ARRAAA

AxAAAA1 A8A
HA:xA8HA1 1 A8A
AxAAAADAAA
A:xA8A2 80EA
AxAAA1 2084
A:xA8807080
AxAAA1 8AAA
A:xA0AA8RAA
AxAAAACAAA
A:xA0AA3080
AxAAA1 7088
A:xA0AR4080
AxAAAAZAAA
A:xA0AA2080
AxAAAAZAAA
A:xA8081 7080
AxAAAA7A8A
A:xA8AR2080
AxAAA1 EABA
A:xA0A3 80EA
AxAAAA408A
A:xA0A01 B8R
AxAAA3 DAAA
A:xA0AA3080
AxAAA1 AAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxA0ARRAAA

com.apple . driver_ AppleUSBHub <3 _.4_8%
com.apple.iokit.I0OUSBUserClient (3.3.12>
com.apple . driver. AppleUSBEHCI <(3.4.3>
com.apple.driver.AppleUSBUHCI <3.3.5>
com.apple.iokit . IOUSBFamily (3.4_.3>
com.apple.driver.ApplelSIFusionMPT <2.@.3>
com.apple.iokit.I0OSCEIParallelFamily <1 .5.2%

com.apple.iokit.I0SCSIArchitectureModelFamily (2. 8.%>

com.apple _driver_ ApplelntelPIIXATA <(2_B.8%
com.apple.iokit.I0OATAFamily <2.@.1»
com.apple _driver._ AppleACPIButtons (1.2_4%
com.apple.iokit.I0StorageFamily ¢(1.5.62>
com.apple . driver_ AppleRTC <1.2_3>
com.apple.driver.AppleACPIPCI <1.2.4>
com.apple . driver._ AppleSHBIOS {1 _4>
com.apple.driver.AppleAPIC <1.4>
com.apple.security.seathelt (187_.12>
com.apple.nke.applicationfirewall <1.6.77>
com.apple.security.THSafetyMet <3}

com.apple.driver.Applelnte lCPUPoverManagement <Y6.8.0>

com.apple.iokit . IOHIDFamily <1 .5.5>
com.apple.BootCache <C38.4>

com. yourcompany.driver . HullCPUPowerManagement <1 _@_8d1>

com.apple.driver.AppleACPIPlatform C1.2.4>
com.apple.iokit . IOACPIFamily <1.2_@%
com.apple.iokit.IOPCIFamily <2.62>
com.apple_kernel_.mach (7.9.9>
com.apple.kernel.lihkern <7.7.%2>
com.apple_kernel.iokit (7.9.9>
com.apple.kernel. . hsd (7.9.7>
com.apple_kernel. 6.8 {7.9_.9>
com.apple.iokit.ApplePlatformFamily 7.7 .82

com.apple.iokit.I0SystemManagementFamily <7_7_@>

com.apple.driver.AppleMMI <7.7.8>
com.apple.iokit . IONURAMFamily (2.7 _@%
com.apple.kpi.unsupported <7.7.8>
com.apple _kpi.mach <2.7._8>
com.apple.kpi.libkern <7.7.8>
com.apple _kpi.iokit {9.7.8>
com.apple.kpi.dsep <7.7.8>

com.apple _kpi.bsd {9.7._8>
com.apple.kernel (9.7.8>
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Processes

kernproc  variable is list-head of every BSD processes
' defined by proc structure.

Contains PID, Parent PID, open files (file descriptors),
' children, threads, name and a pointer (p_pgrp field) to
process group (pgrp structure).

pgrp structure contains a pointer to session structure
- (pg_session field).

- session structure contains username (s_login  field)
who launched the process.



Processes




